U.S. Department of State
Office of Foreign Missions

OFFI@GR" OF FORFIGN MI1s giGN
Us l“' PARTMENT OF STATE

Courtesies of Port

e-Gov User Guide
Version 1.0

June 2011



DATE and CHANGES BY WHOM
6 August 2010 Shana Ervin
First Draft 0.1

19 October 2010 Shana Ervin
Second Draft 0.2

December 2010 Shana Ervin
Replaced Department of State Seal (no shadow)

December 2010 Shana Ervin
Third Draft Updated Screen Shots Using Snag-

It Software 0.3

February 2011 Shana Ervin
Updating for distribution 0.4

May 2011 Shana Ervin
Updating with modified screen shots 0.5

June 2011 Shana Ervin
Modified for Review 0.6

June 2011 Shana Ervin

Updating per PM comments v0.7

Version 1.0 Courtesies of Port User Guide

Page ii




Table of Contents

Rl {1 (o 1o [Tt o N 7
B R Y 3 o T 2= e T N 7
Bl T Tl 44 oYUy T N 7

2 = SYSLEM REQUITEMENTS. ........ceueeeneeerereeereeereerreerreassenssrnssrnssrnssssesssasesesesnsesnsssesssssssenssensssnsasnse 8

B 0 -V - 9
3.1 ENVIFONMENT ...ceiiiiiiiiiiiiiiiinirieiriai e nreess i reessrsassteassssasssrasssrasssrsnsssenssssnssssassssanssnsnsss 9
3.2 Window Symbol Definitions......cccceiiiiiiiiiiiiiiiiiiiiiiiiiesiesensesssiessessssessessssssees 9

2 I €41 11 1o Y | g (=7 PPN 12
4.1 — e-GoV ON-Line APPlICation ....ccuciieeiiieeiiiieieriiitiereeereneeteneerenseresseresserensessnsessnssesansssensessnsenes 12
4.2 LY T T Y 1= o T U 14
4.3 —USING the IMENU Bar....ccuiieeiiiieiiieeiiteereeereeeeetnneereenerenssrensessassesassessssessnssssnsesenssssassssnnsesansesen 14

R =2 CLo 1V D Lo 1 o I 1 1 1 VS 15
5.1 —ReqUESt @ NEW SEIVICE ....cucieuiiuiiieiiieiiieiieeiieiieitaietnitenstesstessrnsernserassssssssssasssasssnsssnsssnssanssanens 15
5.2 —Request 2 NEW SErviCe SCreeN .....cccieiieeiieeiieiieiiniitniieniteneresernernerassssssesssesssasssnsssnsssnsssnssansss 16

6 — COUILESIES Of POIt .......ccveeeeeeeieeeiiiieeiiieiseiiiiissseiniesssssssessssnsssssssssssssssssssssssssnsssssssnsssssssnns 17
6.1 Principal Traveler INformation .........ccccieeiiiieiiiiiiiiiiireecreeereeeeernerenseerenserensersnsessnsessnssesans 18
6.2 — Chief of State/Head Of GOVEINMENT........ccvvieeriirirenniereennsierersssierersssseresssssesesssssesesssssssessssssens 19
6.2 — Flight INfOrmMation ......ccceuiiiieeiiiiiccciiecereeiceeseia e s ee e e s eenaseeseennsssseensssssesnsssssesnssnnsenassnnnenn 20

COMMIEICIAL AT CAIT I ceeiitieetee ettt ettt ettt ettt et e et e be e ettt e s bt e s bt e e sae e e bt e e saee e bt e essbeeabeeesstesbeeesneesbeeennneennees 20

Yo T=Te I A 1= o A o V7 | 4= RS 20

(610101 {10 TS T= I8 o 11 L G PSP PP PP 21
6.3 —Enter Mandatory Data.......ccccieiiiiiiiiiiiiiiiieiiieeenrecsinaereeessasisensessnsssssnsssensessnssssnssssnnsssnnnns 22
6.4 — ENter COMPANIONS ...ccuciuiiniiiiiriereiereteetieettesttascensesnsesnssessssssraserssessssssssssssasssasssnsssnssenssasssnsess 24
T Il 1 L= O =T = N 26
6.6 — ENter ArmeEd SECUNILY .cecuiieniiieeiiieniiieirteeierennirenereaseernsseressersnssssnsessnssssssssssnsessnssssnsessnsssnnnnns 29
6.7 — Enter Point of Contact and Document Handler .........cccooiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiininiiinininnncninnnen, 32
6.8 — Departure INformMation ........cccceieieeiiieiiieiereniiienereeseereneereesereaserensessnssesasssssssessnssssnsessnsssnnnnns 33
6.9 — CoNfirMation Page......cccuuiiiiieeiiiiiiiiciiirsesteneerrerassesrenaseseennsseseensssssesnsssssesnsssssesnssssnennssssnens 35
6.10 — Submission Page with Transaction ID ........cccceiiiieieiiimieiienrerrenserreneesereensssessensssssesnssnsnees 38

7 - Viewing Your SUBMItted FOIMS ..........ceeeeevveveeeiiriiensiisnneneisnninmnisssmsssssssssnsssssssssssssssssnsssnes 39

Appendix A — Request ACCESS 0 SYStEM ........ccceeuueirivenuriiinineniisriensiississsssisnmssssssssssssssssssnsssnns 41

APPENdiX B = USEI PrOfile ...........covveeureiireveniiriennsiininennsisninnnnisssmsssissssssssisssssssssssssssssssssssssnes 49

Personal INFOrMEAtioN .......ooiiiiii ettt st e s e s bee s b e e sneesreeenneeeane 49

Version 1.0 Courtesies of Port User Guide Page iii



(0T o Tl T VYo o SRS 50
AUTNOTIZEA IMlISSIONS ..c.cciiiirieie ettt ettt e e e e ese e e e e eese bbb e e eeeeesesbataeeeeeesassbbbaeeeeessenssstaaesesssessstasneeeseennes 51

Appendix C—WHO L0 CQll.......cc.eueveeeeriiiriennniirirnnsiiniienniissnssiisssisssisnsssssissssssssssssssssssssssssssnns 52

Version 1.0 Courtesies of Port User Guide Page iv



TABLE OF FIGURES

Figure 3.1-1 — Mandatory Field 1dentified ..o 9
Figure 4.1-1 — Office of Foreign MisSions’ WebSite...........cccccuuvuivieiiuaiieiieiisasissiieseeseseesaenseanes 12
FIgure 4.1-2 — LOGIN WINGOW .....uviuiiiiieieiesie ettt 13
FIgure 4.2-1 — IMAIN IMIEBNU ...ocuveiiiiiecic ettt et esteesae s e e nteentesneenraeneennes 14
FIQure 4.3-1 — 8-GOV MENU BAI .....c..oiiiiiiiiiiie et 14
Figure 5.1-1 — €-GOV MaiN MENU.........ciieiiiiieiieiie ettt e e besneesre e e nnes 15
Figure 5.2-1 — Application SElECtION SCrEEN..........coiiiiiiiie e 16
Figure 6-1 — Courtesies 0f POrt PAge L .......ccccovoiiiieiieie et 17
Figure 6.1-2 — Principal Traveler Information ... 18
Figure 6.2-1 — Chief of State/Head of GOVErNMENL ...........ccevveiiiieieee e 19
Figure 6.2-1 — Arrival Flight Information ..........cccooiiiii e 20
Figure 6.2-2 — Commercial Air Carrier Data..........c.ccceveiieiieie e 20
Figure 6.2-3 — Special Flight (Private) Data...........ccccceieriieriiiiirieeeeee e 20
Figure 6.2-4 — ContiNUE t0 DC......cuioiiiice ettt et et re e ens 21
Figure 6.2-5 — Continue to DC Flight INnformation............ccccooiiiiiiiiiiiiceee e 21
Figure 6.3-1 — Mandatory Field 1dentified ..o 22
Figure 6.3-1 — Principal Traveler and Flight Data Entered.............cccooooviiiinininiiinicseee, 23
FIgure 6.4-1 — COMPANIONS.......ccuiiiiiieieeiteeee st e ste e steeste e s teete s e e sbeebesseesteeseesseesteentesneesreenennes 24
Figure 6.4-2 — Companion INfOrmation SCIrEEN...........cciueiiiiiiriiiieieeeee e 24
Figure 6.4-3 — Companion Data ENtered............covoveiieie e 25
Figure 6.4-4 — Companion Data Accepted and Add (more) Companion(s) Screen ............c........ 25
Figure 6.4-5 — Cancel this FEQUEST ...........coiiieiie et 26
FIQUIE B.5-1 — GIBEIEIS ...ttt bbbttt b bbb sb e eneas 26
Figure 6.5-3 — Greeter INfOrmation SCIEEN .........c.iiiiiiieie et 27
Figure 6.5-4 — Greeter Data ENTEred...........coooveiiiii i 27
Figure 6.5-5 — Greeter Data Accepted and Add (more) Greeter(s) SCreen .........ccocevvvvvvieveenenn, 28
Figure 6.6-1 — Armed SECUIILY SCIEEN......ccuiiieieeite ettt ste e e te e be e sre e ens 29
Figure 6.6-2 — Armed Security INfOrmation SCrEEN..........cciririiiiiiireeiee e 30
Figure 6.6-3 — Armed Security Data ENtEred ..........c.cooveieiieiieie e 30
Figure 6.6-4 — Armed Security Data Accepted Add (more) Armed Security ..........ccocoevevvvvenennn, 31
Figure 6.7-1 — Point of Contact and Document Handler SCreen ..........ccccoevveveiieiecie e 32
Figure 6.7-2 — Point of Contact data eNtered ............cccooeiiiiiiiiiineeee e 32
Figure 6.8-1 — Departure Information SCrEEN............cciveiviiieiiee e 33
Figure 6.8-2 — Departure Information Commercial Air Carrier data.............ccocvvvveininireennns, 34
Figure 6.8-3 — Departure Information Special (Private) Flight data.............cccooevvveiiiicieenenne 34
Figure 6.9-1 — Courtesies of Port Confirmation Page............ccovviiiiiiinieienese s 36
Figure 6.10-1 — Courtesies of Port SUDMISSION PAQe ........cccccvveiiiiiiieiie e 38
FIgure 7-1 — VIEW SErvICE REQUESES .....c..oiviriiiiiiieitieiieiieie ettt ettt 40
Figure A-1 — ReqUESt ACCESS 10 SYSTEM......ciiiiiiiiie ettt e e 41
Figure A-2 — Access Request for OFM e-Gov ApPlICAtioN ..........cccovieiiiniieienese e, 42
Figure A-3 — File Download: Photo Signature Card...........cccceeiveiiieiiie i 43
Figure A-4 — PhotO SIgNAtUre Card ..........cooeiiiiiiiiiieieie et 44
Figure A-5 — Privacy ACt STALEMENT........c.iiiie ittt be e 45

Version 1.0 Courtesies of Port User Guide Page v



Figure A-6 — File Download: ACCess ReQUESE FOIM.........ccooiiiiiiiiiiiieceee e 46

Figure A-7 — Save the e-GoVv appliCation ............cccviiiiieii i 47
Figure A-8 — Application for OFM €-GOV ACCOUNT..........cceriiiiriiriiiieieiee e 48
Figure B-1 — View YOUr USer Profile........ccccoiiiii i 49
Figure B-2 — Personal INformation SCrEEN ...........ccciiiiiiiiiieie e 49
Figure B-3 — Change PasSWOId SCIEEN ..........ccveiuviieieeie e sieesieeee et sreesae e sre e sre e ens 50
Figure B-4 — AUtNOIIZEA MISSIONS........ccueiiiitiiiiiisii et bbb 51

Version 1.0 Courtesies of Port User Guide Page vi



1 - INTRODUCTION

The e-Gov application is the external subsystem of online applications to request services
from the Office of Foreign Missions. It is used by the Missions and Consulates to apply for
accreditations, Diplomatic Motor Vehicle services, Tax exemption cards for personal taxes,
utility taxes and gasoline taxes; and for Travel Services. The e-Gov program enables the
Foreign Diplomatic and Consular community to apply for OFM, Office of Protocol, Tax,
Customs and Travel services via the Internet.

Since its implementation this internet based application has allowed for electronic filing of
previously time consuming and intensive paperwork submission of requests for services. The
benefits associated with e-Gov include the reduced turn-around processing time on
applications for DMV, Protocol, Tax, Customs, and Travel services. In addition, users can
now review the online status of submitted applications.

The e-Gov application has helped to improve the accuracy of requests as system edits can
detect and flag many common data entry problems.

1.1 — Authorization

The Bureau of Diplomatic Security, Office of Foreign Missions (DS/OFM) has developed and
deployed an e-Government (e-Gov) solution that addresses the paper-oriented business model
currently in place at OFM. The e-Gov solution will streamline operations and reduce
operational costs.

1.2 — Background

The Office of Foreign Missions Information System (TOMIS) is an integrated, custom
application system designed to support OFM and S/CPR activities for a client base consisting
of 100,000 diplomatic staff, support personnel and their dependents from more than 150
accredited nations. The OFM user community includes OFM offices in Washington, DC,
Chicago, Houston, Los Angeles, Miami, New York, and San Francisco, as well as affiliated
organizations including the U.S. Mission to the United Nations Office of Host Country
Affairs (USUN/HC), OFM’s Interagency Liaison Group (ILG), the Secret Service, and
Diplomatic Security.

Currently, five integrated subsystems support the missions of the offices:
1. Customs
2. Diplomatic Motor Vehicles (DMV)
3. Tax
4. Protocol (Accreditation)
5. Travel

Version 1.0 Courtesies of Port User Guide Page 7



2 —-SYSTEM REQUIREMENTS

The e-Gov program is accessible via the Internet and will support standard web browsers,
such as Microsoft Internet Explorer version 5.0 and above, or equivalent, which support the
following features:

JavaScript 1.5

Cascading Style Sheets CSS1 or CSS2 standards
XHTML 1.0

HTML 4

Graphics

Adobe Acrobat 5.0

AN NN N NN

Your browser MUST accept cookies in order for this application to display and run properly.
This is the default behavior for all browsers.

Version 1.0 Courtesies of Port User Guide Page 8



3 - OVERVIEW

Key to Symbols in This User Guide

Indicates a command executed via the keyboard.

B Indicates a command executed by clicking the left or right button of the mouse.

3.1 Environment

The e-Gov program is a web-based application. You may initiate actions throughout the e-
Gov Program using either the mouse or the keyboard. To use the mouse, position your cursor
and click the left or right mouse button. Keyboard control is also available by using a
combination of command keys on the keyboard.

This architecture allows the entry of data by positioning the cursor using the mouse, or by
using the [TAB] key on the keyboard. Only columns in which data can be entered are
activated for input. Fields marked in gray are display-only. NOTE: Fields marked with an
asterisk are mandatory. If data is not entered for mandatory fields the system will provide a
message stating that the data for the field is required (see Figure 3.1-1).

* Passport Number:

Pazzport Number iz rsqﬁirsd. |

Figure 3.1-1 — Mandatory Field Identified

Data entry is made easy by using displays (field names) on the active window (the active
window is the window currently responding to keyboard or mouse commands, although other
windows may also be "open"). The displays in the active window allow you to see
information pertinent to the field being entered, and allow you to see your data as you enter it.
Enter data by highlighting or selecting the section you wish to edit, then typing in the data. In
certain fields, you will be able to select an answer from a drop-down list of choices.
Selections are made by using the mouse to ¥8 [CLICK] on list items selection box, or by
navigating through the list using the [ARROW KEYS] and [ENTER] on the keyboardés. You
can navigate through the menu bar by using the mouse to & [CLICK] on the menu option, or
by using the [ARROW KEYS] and [ENTER] on the keyboard@s. Certain menu items also
have keyboard shortcuts that are available. See Section 4.2, Window Symbol Definitions, for
more detailed instructions on the various types of data entry fields.

For additional help navigating this windows-based system, refer to Microsoft Windows
Help™, available from the Start button in Microsoft's Windows operating systems.

3.2 Window Symbol Definitions

While using the e-Gov program, you will encounter symbols that are designed to ease the data
entry process. Familiarity with these symbols will help you use the e-Gov program in the
most efficient manner possible. The following table provides definitions for the symbols.

Version 1.0 Courtesies of Port User Guide Page 9




Table 3.2-1 Windows Symbol Definitions

Window
Symbol

Definition

Navigation

—

The EDIT or TEXT BOX symbol
represents a field requiring data entry.

“B [CLICK] in the box to begin
entering information.

Use [TAB] to move from one
edit box to the next edit box.

The RADIO BUTTON symbol is

“B To select or deselect an item,

You may have multiple boxes
checked.

g ,Ibrj?t(;f/lz\a/e similar to the working of car radio [CLICK] on the RADIO BUTTON.
controls. )
Select or deselect an item by

Selecting [CLICKing] a button makes | Pressing [ENTER] or [SPACE
your choice 'active’, and releases your | BARI. Use [TAB], [UP ARROW]
previous choice. Only one choice may | ©F [POWN ARROW] to navigate
be selected at a time, indicated by a from one selection to another.
dot appearing in the button selected.
The CHECK BOX is an empty square | ¥8 [CLICK] on the CHECK BOX

0 when not selected and is a square to select or deselect it.

7 filled with a "v""" when selected.

Select or deselect the box by
pressing [ENTER] or [SPACE
BAR]. Use [TAB], [UP ARROW]
or [DOWN ARRQOW] to navigate
from one selection to another.

The COMMAND BUTTON is a
raised rectangle.

“B [CLICK] on the button to initiate
an action.

Press [ENTER] to execute the
current choice. Use [TAB], [UP
ARROW] or [DOWN ARROW] to
navigate from one selection to
another.

Version 1.0
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Window
Symbol

Definition

Navigation

The DROP-DOWN LIST BOX or
DROP-BOX is represented by a push
button with a down arrow inside. The
window displays a vertical listing of
possible category choices.

Some DROP-DOWN LIST BOXES
are editable. These have a blank
space between the text portion and
the drop-down arrow.

“B [CLICK] on the DROP-DOWN
LIST BOX pushbutton to access the
listing. “B [CLICK] on a list item to
select it.

Use [UP ARROW] or [DOWN
ARROW] to navigate from one list
item to another. Use [SPACEBAR]
will select a chosen category and
[ESC] will cancel the procedure and
close the box.

td

The SCROLL BAR allows you to
move through a list that is too large
for the area it fills.

Move through the list by dragging
the small gray square with your
mouse pointer. “B [CLICK] the
small gray rectangle in the scroll
bar, hold down the left mouse
button, and pull the mouse forward
and back. The list will move up and
down.

You can also use your & keyboard
to scroll through the list. Use the
[UP ARROW] and [DOWN
ARROW] to highlight the
requisition you want.

Version 1.0
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4 - GETTING STARTED

4.1 — e-Gov On-Line Application

Activate the e-Gov program from the U. S. Department of State’s Office of Foreign Missions
Website (http://www.state.gov/ofm/index.htm) by clicking on the On-Line Application link
(see Figure 4.1-1):

. DEPARTMENT or STATE

SECRETARYCLINTON MEDWIACENTER TRAVEL CAREERS BUSINESS  YOUTH & EDUCATION

ABOUT POLICY COUNTREES ECONOMICS ARMS CONTROL DEMOCRACY PUBLIC DIPLOMACY ASSISTANCE
STATE ISSUES & REGIONS % ENERGY & SECURITY % GLOBAL AFFAIRS & PUBLIC AFFAIRS DEVELOPMENT

Search the Site

Enter teyword hece

Office of Foreign Missions

DMV Progran
Tax Program

ed WWarehouse

ram

21 IMponation Country Profiles
ram

Sewct s Cound

roperty Program of the AMencan petic

communit,

Scroening
rtesion

Highlights

® federal and

* Regonal OfMces

pant of e Bureau of Diplomatic Sec NOKS Cosel)y wit s e
r Motes and 12272010 Notce: U.S. Banking

vo Liaison D e Undocmed Dvasion of the ULS. Secret Service

: o ens @ 32iety and secunty of the foreign messions and the r:c-'oﬁx Line
Manigement &0 . e oLEO aions B our missin . . .
S RO T etee e Application Link
L g 1:'r.w‘,:r.p'p

G CONSular MISSIonsS

Reguistions & Foresgn Mission Accoums

11410 Motice: New Maraging Director

* Resources
0R24710. Diplomatc Note 10-181

Resolunon of Motor Vehicle Law

* OnLine Appication
Yo Hon
* Freguently Asked Violations
Questons
Q110 Oiplomate Note 10.216: Bonded

* Contact Us
Warehouse Program Procedures

0406/10. Efective Moncay. Apnl 12

2010, the Ofice of Foreign Missions.
Customer Senvice Center at 3507
Inteenational Place, W, Washington, OC
20008, will expand the hours of operation
0 beer serve the Aipiomatic Community
The new bours 3re 3s follows. Mondyy
theough Friday 330 AM 10 330 P M

ocal governme

NI

SUBSCRIBE TO UPDATES

their Cepen

oS and strangthens the relatonship between gove

Figure 4.1-1 — Office of Foreign Missions’ Website
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http://www.state.gov/ofm/index.htm

Click on the On-Line Application link and the system will take you to the Logon Dialog
Window (see Figure 4.1-2).

U.S. Department of State
Office of Foreign Missions

Welcome to OFM E-Gov

Please enter your credentials to access the system.

Enter your
User Name here
User Name |
Password
I I"‘\ Enter your

Password here

[ Login ] [ Reset]

For Access to e-Gov
see Appendix A

Request access to this system ‘.

Photograph and Signature Card

Privacy Act Statement

Paperwork Reduction Act Statement

Figure 4.1-2 — Login Window

First time users will enter the User Name and Password provided to them by the system
administrator. Ensure that your cursor is positioned in the User Name data entry field. Use
the mouse to point with the cursor, then [CLICK] the left mouse button in the User Name text
window and type your Logon ID that has been provided. Use the [TAB] key to position the
cursor in the Password text box, then [CLICK] the left mouse button in the Password text
window and enter your password. With the left mouse button [CLICK] the Login button or
press [ENTER] key.

If you do not have a User Name or Password, please see Appendix A to for instructions on
how to request credentials for access to e-Gov.
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4.2 Main Menu

After logging into the e-Gov program using assigned User Name and Password combination,
the system will advance the user to the Main Menu (see Figure 4.2-1).

U.S. Department of State
Office of Foreign Missions

Main Menu | Request a New Senice | View Senvice Reguests | View Profile | Logoff

Main Menu

Request a New Service

View Service Requests

View Your User Profile

Logged inaz: TESTER
Logged in =ince:  Tue, 12142010 10:35:13

Figure 4.2-1 — Main Menu

4.3 — Using the Menu Bar
The Menu Bar displays links of options (see Figure 4.3-1).

Main Menu | Request a New Service | View Service Requests | View Profile | Logoff

Figure 4.3-1 — e-Gov Menu Bar

Version 1.0 Courtesies of Port User Guide Page 14 of 52



5—-E-GOV DATA ENTRY

5.1 — Request a New Service

To access the on-line forms click on either one of the Request a New Service links located on
the main menu (see Figure 5.1-1).

U.S. Department of State
Office of Foreign Missions

Main Menu | Request a Mew Semvice | View Serice Requests | View Profile | Logoff

Main Menu

Reguest a New Service

Use this link to Request View Service Requests
a New Service. View Your User Profile
... or you may also
Logged in az:  TESTER use this link.

Logged in gince:  Tue, 124142010 10:35:18

Figure 5.1-1 — e-Gov Main Menu

Version 1.0 Courtesies of Port User Guide Page 15 of 52



5.2 — Request a New Service Screen

After selecting the Request a New Service option, the system will advance to display the
Request a New Service screen. The system will display a list of e-Gov applications that you
have been given access to submit request for services. The screen is divided by functional area.
The Courtesies of Port request is located in the Travel section (see Figure 5.2-1).

Request a New Serice | Main Menu | Logoff

Request a Service from the list below to begin

Vehicle Registration
Vehicle Title

DMV Replacement Plates

Driver License/MNan-Driver [D

Update Vehicle Insurance

Tax Exemption Card

Tax Exemption from Utilities Taxes

Exemption from Gasoline Taxes

Request for Chief of Mission Tour

Whitehouse Visit Request for Group Tour

Cancel Previously Requested Tour

Courtesies of Port
Travel
Escont Screening Courtesies

U.S. Department of State
Office of Foreign Missions

Use this link to access the

Courtesies of Port application.

Figure 5.2-1 — Application Selection Screen.

Version 1.0 Courtesies of Port User Guide
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6 — COURTESIES OF PORT

The Courtesies of Port selection will advance you to Page 1 of 6 and display the data elements
that need to be entered to begin the request for port courtesies (see Figure 6-1).

U.S. Department of State
Office of Foreign Missions

Th onisgency of: EMBASSY OF AUSTRALIA

nts its compliments to the Department of State, Office of Protocol, and wishes to refer to the following visit request for:

" Lsst Mama: = First Nams: = Title: = Date of Birth {mmddiyyyy):
| | v [
= Passport Mumbsr: = Wiss Foil Mumbsr = Visa Typs
| | <
For Chiefs of State and Heads of Gowernments, to confirm this visit, contact U. 5. Secret
Service (202} 406-7650 and fax (202} 406-7560.
For Foreign Ministers, to confirm this visit contact U.5. Security Protection, State Department
Security Service (202} 895-3600 and fax (202} 895-3613.
Chief of State’Head of Govemment?: Reguesting U.8. Secret BerviceT:
O Yes O Mo O Yes O Mo
Foreign Minister?: Requesting State Department Diplomatic
Security?:
O Yes O Mo O Yes O Mo O Yes O Mo
Arrival Flight Infermation:
= First Port of Entry into the United Ststes: = Amrival Date {mmvddiyynyny = Amrival Time: * Flight Typs:
w H " w
* Hou te

<< Back | Cancel | Mead ==

Figure 6-1 — Courtesies of Port Page 1
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6.1

Principal Traveler Information

The system will prompt you to enter principal traveler information: Last Name, First Name,
Title (Options: President, Vice President, King, Queen, Prime Minister, Foreign Minister,
Cabinet Official, Member of Legislature, Governor, Mayor, Spouse, Child, Ambassador of the
US, Ambassador-Designate, Royal Family, Religious Dignitary, Advance Team, or Other), Date
of Birth, Passport Number, Visa Foil Number, and Visa Type.

Step

Action

Result of Action

1.

The top part of Page 1 of 6 prompts
you to enter data elements on
Principal Traveler.

The system will default to the name of the
Mission / Agency for which the user is
associated.

If filing from another agency, they system will
display a drop-down menu to choose the
Mission or Agency.

The following fields will be displayed, where
you must enter the following data elements:

* Last name — free-form text

* First Name — free-form text

* Title from the drop down LOV

* Date of Birth — format mm/dd/yyyy
* Passport Number — free form text

* Visa Foil Number — free form text with at
least eight alphanumeric characters

* Visa Type — drop-down list.

fission/Agency of: EMBASSY OF AUSTRALIZ

s compliments to the Department of State, Office of Protocol, and wishes to refier to the following visit reguest for:

© L=ast Mama: * First Mams:

* Passport Number: * Wiss Foil Mumber

= Title: = Date of Birth (mimy'ddiyyryy):

* Vizs Type

Figure 6.1-2 — Principal Traveler Information

Version 1.0
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6.2 — Chief of State/Head of Government
The middle part of the screen displays the following information messages:

For Chiefs of State and Heads of Gowvernments, te confirm this wisit, contact U.5. Secret
Service (202} 406-7650 and fax (202} 406-7560.

For Foreign Ministers, to confirm this wisit contact U. 5. Security Protection, State Department
Security Service (202} 895-3600 and fax (202} 895-3613.

The middle part of the screen also prompts you to identify if the applicant is Chief of State/Head
of Government, if the request for protection is for the entire visit, if the applicant is continuing
to Washington, DC, if the applicant is a Foreign Minister, if the applicant requests Courtesy of
Port security only, if protection from the State Department Security Service, and if the traveler is
continuing to DC (see Figure 6.2-1 Chief of State/Head of Government).

Chief of State/Head of Government?:

Reguesting U.5. Ssoret Ssrvice?: If "yes’, Reguesting Protection For?:

O as O Na D ez (:) N O Cruration (:) Courtesies of
of Visit? Fort Orby?
Faoreign Minister?: Reguesting State Department Diplomatic Continue on to DC?:
Secunity?:
C} Yes C} Mo O as {:} Mo C}' es {:} Mo
Figure 6.2-1 — Chief of State/Head of Government
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6.2 — Flight Information

The bottom portion of the screen prompts you to enter Arrival Flight Information: First Port of
Entry into the United States, Arrival Date, Arrival Time, Flight Type (Commercial Air Carrier,
Special Flight (Private) (see Figure 6.2-1).

Arrival Flight Infermation:
= First Port of Entry inte the United States: = Amrival Date [mmdddiyyyy): = Arrival Time: * Flight Type:

w e w “ @
* Hour * Minute O o

Figure 6.2-1 — Arrival Flight Information

Commercial Air Carrier

If you chose Commercial Air Carrier the system will prompt you to enter Flight Carrier name
and Flight Number (see Figure 6.2-2).

Avrrival Flight Information:

= First Port of Entry into the United States: = Arrival Date (mmyddiyyny): = Arrival Time: = Flight Typs:
o j B o @ ‘Commercial Air Canrier
= Hour = Minute:

O ‘Special Flight {Private)

* Flight Carrier Nams * Flight Mumbsr

Figure 6.2-2 — Commercial Air Carrier Data

Special Flight (Private)

If you choose Special Flight (Private), the system will prompt you to enter Aircraft Make,
Aircraft Model, Tail Number and Call Sign (see Figure 6.2-3).

Arrival Flight Information:

* First Port of Entry into the United States: = Amival Date {mm/ddiyyyy): = Arrival Time: * Flight Type:
v j hd b O Commercial Air Carmier
* Hour = Minute

() Special Flight [Frivats)

= Aircraft Maks = Aircraft Model * Tail Mumber * Call Sign

«<Back | Cancel | Next»> |

Figure 6.2-3 — Special Flight (Private) Data
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Continue to DC

If you chose ‘Yes’ to answer Continue on to DC (see Figure 6.2-4) the system will prompt you
to enter Continue to DC Flight Information (see Figure 6.2-5): Second Port of Entry into the
United States: Arrival Date (mm/dd/yyyy), Arrival Time (Hour Minute) and Flight Type:
Commercial Air Carrier or Special Flight (Private).

Continue on to DC7:

'@} ez D No

Figure 6.2-4 — Continue to DC

Centinue to DC Flight Information:

= Second Port of Entry into the United States: = Amival Date (mmydd/yyyyl: = Arrival Time: * Flight Typ=:
b j b e O Commercial Air Carrier
* Hour * Minute

(O special Fiight (Frivate)

Figure 6.2-5 — Continue to DC Flight Information
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6.3 — Enter Mandatory Data

You must enter all mandatory data as requested and prompted on the screen. You will have to
enter information about the principal traveler including Last Name, First Name, Title, Visa Foil
Number, and Date of Birth.

They system will allow you to answer ‘Yes’ to either Chief of State/Head of Government or
Foreign Minister. Answering ‘Yes’ to one will default ‘No’ to the other.

The system will allow you to answer ‘Yes’ to either Request entire visit security or Request
Courtesies of Port security only. Answering ‘Yes’ to one will default No to the other. However,
you will be able to answer ‘No’ to both.

You will also enter First Port of Entry into the United States along with Arrival Flight
Information which includes identifying Flight Type as Commercial Air Carrier or Special
(Private) Flight.

If Commercial Air Carrier is selected as the Flight Type, the user will be prompted to enter
Flight Carrier Name and Flight Number. If Special (Private) Flight is selected, the user will be
prompted to enter Aircraft make, Aircraft Model, Tail Number, and Call Sign.

All of the aforementioned fields are mandatory and valid data must be entered in all fields, else
the system will give an error denoted in red.

If you denote ‘Yes’ to Continue to DC, the system will prompt you to enter Continue to DC
Flight Information. If Commercial Air Carrier is selected as the Flight Type, you will be
prompted to enter Flight Carrier Name and Flight Number. If Special (Private) Flight is selected,
the user will be prompted to enter Aircraft make, Aircraft Model, Tail Number, and Call Sign.

All of the aforementioned fields are mandatory and valid data must be entered in all fields, else
the system will give an error denoted in red.

* Passport Number:

Pazzport Number iz reqﬁirsd. |

Figure 6.3-1 — Mandatory Field Identified
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U.S. Department of State
Office of Foreign Missions

Page 1of6 |

Application for Courtesies of Port | Instructions

MBASEY OF AUSTRALIA

=nts to the Department of State, Office of Protocol, and wishes to refer to the following visit request for

For Chiefs of State and Heads of Gowernments, to confirm this wisit, contact U.5. Secret
Service [202} 406-T650 and fax (202} 406-7560.

For Foreign Ministers, to confirm this visit contact U. 5. Security Protection, State Department
Security Service (202} 835-3600 and fax [202} 895-3613.

* Flight Carrier Name

|AMERICAN AIRLINES

* Flight Numbsar

[Aan12

<« Back | Cancel | Meod =

Chis State/Head of Government?: Reguesting U.S. Secret Sarvice
@ Yes O M @ hE O Mo
Forsign be State Department Diplomatic
O R @ Mo Mo @ e O Mo
Arrival Flight Infermation:
= First Port of Entry into the United States: = Amrival Date {mmdddiyyynd: = Arrival Time:
JFK - New York - John F. Kennedy Intemational L |D3,-*23,-*2D1‘| H 07 w | [45 v -
* Ha = Minutz O -
* Flight Carrizr Name * Flight Number
|AMERICAN AIRLINES [An101
Continue to DC Flight Information:
= S=cond Port of Entry into the United States: = Arrival Diste {mmdddynnyyd: Arrivs] Time:
BW!I - Battimore Washington Intemational v |D5-,-’I}1J-’2D11 H 12 % | (00 v ®
- H: - I\I = O

- Last Mamsa: = First Nams: = Tithe: * Date of Birth (mmddiyyyy):
|GREEN |GREGORY MAYOR v | |oa/28/1570 i
= Passport Mumber: = Visa Foil Mumber = Visa Type

|5-51 1220033456 |123455?B)( A-2-OTHER FOREIGN GOVWT OFF/EMP & IMMEDIATE F w

Figure 6.3-1 — Principal Traveler and Flight Data Entered

Click the Next button to accept the data entered and advance to the next screen. The system will

display page 2 of 6 prompting you to add companions (see Figure 6.4-1).
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6.4 — Enter Companions

Click the Add Companion button to advance to Page 2a of 6 to enter Companions (see Figure
6.4-2). If there are no companions click the Next button to advance to the Greeters screen (see
Figure 6.5-1).

U.S. Department of State
Office of Foreign Missions

Application for Courtesies of Port | Page 2of6 | Instructions

Companions

Mame | Title or Relationzhip | Date of Birth | Passport Number | Visa Type | Foil Mumber | Edit | Delete

There are no companions in your list.

Back <=

Add Companion | Mend = Cancel

Figure 6.4-1 — Companions

You will be prompted to enter Companion Information which includes Last Name, First Name,
Title or Relationship, Date of Birth (mm/dd/yyyy), Passport Number, Visa Type and Visa Foil
Number (see Figure 6.4-2).

U.S. Department of State
Office of Foreign Missions

Application for Courtesies of Port | Page 2aof6 | Instructions

* Last Mame = First Nams = Title or Relstionship = Dt of Birth (M/ddiyynyy):

* Passport Numbsr = Wiza Typs Wiss Foil numbsr

Submit Companian | Cancel |

Figure 6.4-2 — Companion Information screen

All fields except for the Visa Foil Number are mandatory and must be filled or the system will
provide an error text in red.
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You must enter all mandatory Companion Information as requested and prompted on the screen.
You will have to enter Last Name, First Name, Title or Relationship, Date of Birth, Passport
Number, Visa Type, and Visa Foil Number.

The Date of Birth must be entered with mm/dd/yyyy format. The system will provide a drop-
down list of values for the Visa Type. All of the other fields are free-form text.

U.S. Department of State
Office of Foreign Missions

Application for Courtesies of Port | Page 2aof 6 | Instructions

‘Companion Information:

= Last Mams = First Mame = Titke or Relationship = Date of Birth (Mk/ddyyyy):
[ALSAID [BAYAN OTHER RELATION v | |oarz2ne77 ]
= Passport Numbsr = Visa Type Visa Foil Mumber
|NDDH]D133? A-2-OTHER FOREIGN GOVT OFF/EMP & IMMEDIATE F b |53526039

Submit Companion | Cancel |

Figure 6.4-3 — Companion Data Entered

Click the Submit Companion button for the system to accept the information that you entered.
The system will display page 2 of 6 showing the Companions list table with Name, Title or
Relationship, Date of Birth, Passport Number, Visa Type, and Foil Number (see Figure 6.4-4).
The system will allow you to Edit or Delete the data that you entered with the Edit and Delete
buttons on the same line. The Cancel button will prompt you to cancel the entry of this
companion.

U.S. Department of State
Office of Foreign Missions

Application for Courtesies of Port | Page 2 of 6 | Instructions

Companions

Name Title or Relationship | Date of Birth | Pas=port Number | Visa Type | Foil Number | Edit Delets
ALSAID, BAYAN | OTH 032211977 | NOOS001837 A-2 58526099 Edit Delate
Back <= Add Companion Mend == Cancel |

Figure 6.4-4 — Companion Data Accepted and Add (more) Companion(s) Screen
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Click the Back button and the system will return you to Page 1 of 6 (see Figure 6.3-1). Click
the Add Companion button and the system will display Page 2a of 6 and allows you to add
another companion (see Figure 6.4-2). Click on the Next button and the system will display
Page 3 of 6 and allow the user to enter greeters (see Figure 6.5-1). Click on the Cancel button
and the system will prompt the user to cancel this request (see Figure 6.4-5). If you answer
“Yes’ the system will exit you out of the application and return you to the Request a Service
screen.

Windows Internet Explorer ﬁl

H:.i/ fre wou sure you want ko cancel entering this COP Farm? All entered daka will be lost,

Ik Cancel

Figure 6.4-5 — Cancel this request

6.5 — Enter Greeters

Click on the Add Greeter button and the system will advance you to Page 3a of 6 to enter
Greeters (see Figure 6.5-3 — Greeter Information).

U.S. Department of State
Office of Foreign Missions

Application for Courtesies of Port | Page 3 of 6 | [nstructions

Greeters

Name Title Edit Delete

There are no greeters in your fist.

Back <= | Add Greeter | Next = | Cancel

Figure 6.5-1 — Greeters
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The system shall prompt you to enter Greeter Information: Last Name, First Name, and Title
and will allow you to enter up to ten greeters if the Principal traveler is a Chief Of State/Head of
Government or Prime Minister. However, the system will allow only two greeters if Principal
traveler is not is a Chief Of State/Head of Government or Prime Minister.

U.S. Department of State

o\ 47 . . . .
NS Office of Foreign Missions
Application for Courtesies of Port | Page 3aof 6 | Instructions
Greeter [nformation:
* Last Name * First Name * Title

Submit Greeter I Cancell

Figure 6.5-3 — Greeter Information screen

The system will accept the data entered (see Figure 6.5-5).

U.S. Department of State

R 4 Office of Foreign Missions

Grester [nformation:

= Last Name * First Name - Title

|JOHNSON |JAMES {MR.

Submit Greeter | Cancell

Figure 6.5-4 — Greeter Data Entered
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Click the Submit Greeter button to accept the data entered and system will accept the data
entered and display Page 3 of 6 (see Figure 6.5-5).

Click the Cancel button to cancel this entry. The system will prompt to ask if you want to cancel
this entry (see Figure 6.4-5).

U.S. Department of State

Office of Foreign Missions

Greeters

Name Title | Edit Delete

JOHNSON, JAMES | MR. | [gdil | ipaiets

Back << Add Greeter | Next >> | Cancel |

Figure 6.5-5 — Greeter Data Accepted and Add (more) Greeter(s) Screen

From the Greeters screen (Page 3 of 6), if you click the following Action, you will get the
respective Result Action:

Step Action Result of Action
3. Click the Back button. The system will display Page 2 of 6 (see
Figure 6.4-5).
4. Click the Add Greeter button. The system will display Page 3a of 6 for

you to enter the Name and Title of
greeters (see Figure 6.5-3).

5. Click on the Next button. The system will display Armed Security
screen (see Figure 6.6-1).

6. Click on the Cancel button. The system will prompt the user to cancel
this form (see Figure 6.5-2).
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6.6 — Enter

Armed Security

The system will advance to Page 4 of 6 and allow you to enter Armed Security data (see Figure

6.6-1).

Application for Courtesies of Port | Page 4 of 6 | Instructions

Armed Security

U.S. Department of State
Office of Foreign Missions

ame | Rank | Sevce | PO | e | Pl | Vesbon | Vs | G | ospen | snensr | o | oo
There are no Armed Security individuals in your list.
Back << |  AddAmed Secuity | Ned»» | Cancel |
Figure 6.6-1 — Armed Security screen
Step Action Result of Action
1. Click on the Add Armed Security | The system will prompt user to enter Armed

button.

Security information (see Figure 6.6-2).
Companion Information:
* Last Name

* First Name

* Rank

* Service Name

* Passport Number

* Visa Foil Number

* Visa Type

* Weapon Make

* Weapon Model

* Weapon Serial Number
* Weapon Caliber

* Weapon number of Rounds of
Ammunition.

Version 1.0
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U.S. Department of State
Office of Foreign Missions

= Last Mams = First Nams * Rank = Barvice Name

jespon £ of Rounds of Ammunition

Submit Ammed Security | Cancel |

Figure 6.6-2 — Armed Security Information screen

Enter the requested data in the corresponding fields. The system will display the data entered
(see Figure 6.6-3). Click the Submit Armed Security button to accept the data entered. The
system will return you to the Armed Security screen with the data that you entered (see Figure
6.6-4).

U.S. Department of State
Office of Foreign Missions

Application for Courtesies of Port | Page 4aof 6 | Instructions

* Last Nams = First Name * Rank * Sarvice Nams
[WASHINGTON [wiLLIAm |ADMIRAL [sECURITY, INC
= Fassport Mumbser = Visa Foil Mumbsr = Viza Type
[x1234567830 [x2010x384 A-2-OTHER FOREIGMN GOVT OFF/EMP & IMMEDIATE F -
* Wsapon Maks * Wisapon Mods = Weapon Serial Mumber = Wzapon Caliber = Weapon £ of Rounds of Ammunition
[WESSON 350 MAGNUM [WES350MAGKSS 25 [20

Submit Amed Security | Cancel |

Figure 6.6-3 — Armed Security Data Entered

Click the Cancel button and the system will cancel this entry of an Armed Security.
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U.S. Department of State
Office of Foreign Missions

Application for Courtesies of Pot | Paged4 of 6 | Instructions

Armed Security

Voo o [ eahan # Roundsz
Name Rank Service Passport# | o0 | FoilNumber | ooP veap Vieapon Serigi | oop of Edit Delete
pe Make Model Caliber | , -
Ammunition
WASHINGTON, | ADMIRAL | SECURMY, | X1234567880 | A-2 X2010X934 | WESSON | 350 WES3S0MAGXSS | 35 20 Edit Delete
WILLLAK INC MAGNUM J 4
Back <« | Add Amed Security | MNext = | Cancel |

Figure 6.6-4 — Armed Security Data Accepted Add (more) Armed Security

Click the Back button and the system will display Page 2 of 6 (see Figure 6.6-13). Click the
Add Armed Security button and the system will display Page 4a of 6 (see Figure 6.6-14).
Click on the Next button and the system will display Point of Contact screen (see Figure 6.6-
14). Click on the Cancel button and the system will prompt the user to cancel this form
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6.7 — Enter Point of Contact and Document Handler

The system will prompt you to enter the Point of Contact Information: Last Name, First Name,
Title, Telephone Number, and Cell Phone Number. These data elements are mandatory and must
be entered to continue.

On this same screen, Page 5 of 6, the system will prompt you to enter Contact Document
Handler Information (see Figure 6.7-1). These data elements for Contact Document Handler
Information are not mandatory and the system will allow you to continue if left blank

U.S. Department of State
Office of Foreign Missions

Back << | Mext = | Cancel |

Figure 6.7-1 — Point of Contact and Document Handler screen

The system will display the data entered (see Figure 6.7-2).

U.S. Department of State
Office of Foreign Missions

Application for Courtesies of Port | Page 5of 6 | Instructions

Point of Contact Information:

* Last Name = First Name = Title

|RoBERTSON |REGINA [MinisTER
* Telephone Mumbser = Cell Phone Numbser
[210-555-1212 |g18-555-1212
Contact Document Handler Information:
Lzst Nams First Mame
|HARRIS |HoPE
Handler Telephone Numbsr Handler Call Phone Numbsr
[210-4449212 |210-555-1313
Back <« | MNext == Cancel

Figure 6.7-2 — Point of Contact data entered
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Click the Next button and the system will accept the data entered and advance to Page 6 of 6
(see Figure 6.8-1). Click the Back button and the system will return to Page 4 of 6. Click the
Cancel button and the system will prompt you to cancel this COP form.

6.8 — Departure Information

The Departure Flight Information screen will propagate the Last Name, First Name and Title
fields with data provide for Principal Traveler (see Figure 6.8-1). You will be prompted on Page
6 of 6 to enter Departure Information. The fields are not mandatory. However, if departure
information is known and available please enter. Else, click the Next button to continue.

U.S. Department of State
Office of Foreign Missions

Application for Courtesies of Port | Page 6of 6 | |Instructions

= Last Name: = First Nams: = Title:
|GREENE |GREGORY MAYOR v

= Departurs Port from the United States:

Departure Flight Infermation:
Flight Tyjp=: Departure Dats: Departurs Time:

reisl Air Carrier

O comme Minutz
{:} Specisl {Private) Flight E — —~

Back << | Nead == | Cancel |

Figure 6.8-1 — Departure Information screen

The system will prompt you for the respective data elements if the Principal Traveler is using a
Commercial Air Carrier (see Figure 6.8-2) or Special (Private) Flight (see Figure 6.8-3).
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Enter data as requested.

Commercial Air Carrier Data

U.S. Department of State
Office of Foreign Missions

= Last Name: * First Name: = Title:

|GREENE |GREGORY [m
= Departure Port from the United States:
JFK - New *ork - John F. Kennedy Intemational -
Departure Flight Information:
* Flight Type: * Departurs Date: Dieparture Time:

@ Commarcisl Air Carrier Hour Hinute

e 10 | (00 »
() special (Privatz) Fiight TR 1

* Departure Flight Carrier Name = Dreparture Flight Number
|AMERICAN AIRLINES [maz02

Back << | Next>> | Cancel |

Figure 6.8-2 — Departure Information Commercial Air Carrier data

Special (Private) Flight Data

U.S. Department of State
Office of Foreign Missions

Application for Courtesies of Port | Page 6of6 | Instructions

= Last Mame: * First Mame: = Title:
[GREEN |GREGORY MAYOR v
= Depsriure Port from the United States:

JFK - New York - John F. Kennedy Intemational v

Departure Flight Information:
Flight Type: = Data: Departurs Time:

YYvyk

Hour Minute:

@ =
@ epesial Frivate) gy 109/08/2011 [7 (08| (DO~

Cieparturs Aircraft Makes Departure Aircraft Mode! Departure Aircraft Tail Number Departure Aircraft Call Sign
[CESNA [A320 D123 [RTO98
Back << Mext = Cancel |

Figure 6.8-3 — Departure Information Special (Private) Flight data

Version 1.0 Courtesies of Port User Guide Page 34 of 52



Click the Next button and the system will accept the data entered and advance you to the
Confirmation Page (see Figure 6.9-1). Click the Back button. The system will return to Page 5
of 6 (see Figure 6.7-2). Click the Cancel button. The system will prompt you to Cancel this
COP form (see Figure 6.5-2).

6.9 — Confirmation Page

The system will display all of the data that has been entered, on the Confirmation Page. You
should verify that all of the data is correct before submitting the form. If you need to make a
correction, click on the Edit Form button and the system will return you to Page 1 of 6. You will
be able to advance thru the form to each page and make corrections accordingly.

If all of the data is correct, click on the Submit button to advance to the Submission page where
the system generated Transaction ID will be displayed, along with the data that was entered on
the form.
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U.S. Department of State
Office of Foreign Missions

Confirmation Page |

Instructions

Application for Courtesies of Port |

Flease take a moment to confirm your entry. If it is correct, click the Submit button to send the application

COURTESIES OF PORT (COP)

NEW REQUEST

Date of Request

051772011 15:38

Head of State

Official Full Mame GREEN, GREGORY Official Title MAYOR
Official Date of Birth 08/29/1970 Official Passport Number 9911220033456
Official Visa Type A-2 Official Foil Mumber 12345678X
Request .5 Secret Service Protection YES Request Security far Entire Visit YES

Security Continuing Ta DC YES

For Chiefs of State and Heads of Governments, to confirm this visit, contact U.S. Secret Service (202) 406-7650 and
fax (202) 406-7560.

For Foreign Ministers, to confirm this visit contact U.5. Security Protection, State Department Security Service
(202) 895-3600 and fax (202) 895-3613.

Arrival Flight Information

Firat Port of Entry into the U.S. Arrival Date Flight Typs Carrier Nams Flight Number
JFK - NEVW YORK - JOHN F. KENNEDY INTERNATIONAL 2011-08-1TOT:45:00 COMMERCIAL | AMERICAN AIRLINES Ad1l
DC Flight Infarmation
DC Port of Entry into the U.S. Arrival Date Flight Type Carrier Name Flight Number
B - Baltimore/\Washington International 2011-08-07T12:00:00 COMMERCIAL American Airlines Ani2
Departure Flight Information
Departure Pert from the LS Departure Date Flight Adgrcraft Adrcraft Adrcraft Tail Aircraft Call
Type Make Model Mumber Sign
JFK - NEW YORK - JOHN F. KENNEDY 2011-09- PRIVATE | CESHA A320 0234 RTO93
INTERNATIONAL 08T08:00:00
Companions
Full Name Title/Relationzhip Date of Birth Pazzport Number Viza Type Foil Number
ALSAID, BAYAN OTHER RELATION 03-22-1977 HO05001837 A-2 58526099
Armed Security
Full Name Rank Service Pazzport Viza | Foil Mumber | VWeapon VWeapon | Weapon SiN VWeapon | Weapan
Number Type Make Model Caliber #of

Rounds

VWASHINGTOHN, | ADMIRAL | SECURITY, | X12345677890 | A-2 | X2010X934 | WESSON | 350 VES350MAGKES | 35 20

WILLIAR INC

Greeters
Full Name Title
JOHNSON, JAMES IR,

Point of Contact

Main Contact: ROBERTSON, REGINA Travel Document Handler: HARRIS, HOPE

Title Telephone Number Cell Phone Number Telephone Number Cell Phone Number
IMINISTER 310-555-1212 818-5565-1212 310-444-1212 310-555-1313
Edit Form | Submit | Cancel |

Figure 6.9-1 — Courtesies of Port Confirmation Page
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Click the Edit Form button and the system will return you to Page 1 of 6 for you to edit the
form. Click the Submit button and system will advance to Submission page with Transaction ID
(see Figure 6.10-1). Click the Cancel button. The system will prompt you to Cancel this COP
form (see Figure 6.5-2).
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6.10 — Submission Page with Transaction ID

U.S. Department of State
Office of Foreign Missions

ed Logoff

“ransaction 0 600000113,
Country AUSTRALIA
Status iDate)  SUBMITTED (05/17/2011 15:41)
Created By (Date) ERVIMSL (05/1772011 15:41)
Wodified Date  05/17/2011 15:41

COURTESIES OF PORT (COP)

Transaction ID

NEW REQUEST

Date of Request 05/17/2011 15:38 Head of State

Official Full Mame GREEN, GREGORY Official Title MAYOR
(Official Date of Birth 08/291970 Official Passport Numkber 9911220033456
Official Visa Type A-2 Official Foil Number 12345678X
Request LS. Secret Service Protection YES Request Security for Entire Visit YES

Security Continuing To DC YES

For Chiefs of State and Heads of Governments, to confirm this visit, contact U.5. Secret Service (202) 406-7650 and
fax (202) 406-7560.

For Foreign Ministers, to confirm this
(202) 895-3600 and fax {202) 895-3613.

it contact U.S. Security Protection, State Department Security Service

Arrival Flight Information

First Port of Entry info the U.S. Arrival Date Flight Type Carrier Name Flight Number
JFK - NEVW YORK - JOHMN F. KENNEDY INTERNATIONAL 2011-08-01T07:45:00 COMMERCIAL | AMERICAMN AIRLINES AAtd
DC Flight Information
DC Port of Entry inte the U.S Arrival Date Flight Type Carrier Name Flight Number
BWI - Baltimore\Washington International 2011-08-07T12:00:00 COMMERCIAL American Airlines AA12
Departure Flight Infermation
Departure Port from the U.S Departure Date Flight Aircraft Adrcraft Aircraft Tail Aircraft Call
Type Make Model Number Sign
JFK - NEVF ¥YORK - JOHN F. KENNEDY 2011-09- PRIVATE | CESHA A320 D1234 RT093
INTERHATIONAL 08T08:00:00
Companions
Full Name Title/Relationship Date of Birth Passport Humber Visa Type Foil Number
ALSAID, BAYAN OTHER RELATION 03-22-1977 NO05001837 A-2 53526099
Armed Security
Full Name Rank Passport Visa | Foil Number | Weapon Weapon | Weapon SIN Weapon | Weapon
Number Type Make Model Caliber #of
Rounds
WASHINGTON, | ADMIRAL | SECURITY, | X12345677830 | A-2 X2010X984 | WESSON | 350 VUES350MAGKSS | 356 20
WILLIAL INC
Full Hame Title
JOHNSON, JAMES MR.

Point of Contact
Iain Contact: ROBERTSON, REGINA. Travel Document Handler: HARRIS, HOPE
Cell Phone Number

310-556-1313

Cell Phong Number
818-556-1212

Telephone Number
310-4441212

Title Telephone Number

MINISTER 310-555-1212

No supporting documents are reguired for this application.

Check back later with the OFM eGov system to view the
status of your application.

Remarks

Mo remarks on file

Version 1.0

User can add remarks here
by typing remarks and
clicking the Add Remark
button.

Add Remaric |

Figure 6.10-1 — Courtesies of Port Submission Page
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7-VIEWING YOUR SUBMITTED FORMS

Step Action Result of Action
1. Initiate login to the e-Gov system. The OFM Logon window is displayed
with the User Name and Password
fields enabled.
The Login and Reset buttons are
enabled.
2. Enter a valid User Name and Password The e-Gov Main Menu is displayed.
combination to log in: The following links are enabled:
e Request a New Service
Type: TOFMXXX in the User Name field. . :
e View Service Requests
Type: <password> in the password field. i )
) _ e View Your User Profile
Click the Login button.
3. Click the link that reads “View Service The e-Gov on-line system displays all
Requests”. the applications/forms that have been
(A link is displayed in blue fontand is | SuPmitted (see Figure 7-1).
underlined.)
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/> OFM E-Gov: View Submitted Forms - Windows Internet Explorer

File Edit ‘iew Favorites Tooks Help

O - (2] miiomsasonebn o state ufecoriappivenorms.do

W G |99 @8 OFME-Gov: View Submitt... X | @ Search For OFM Requests

(& snaoit ﬁ B | Window [Auto Scrol] v || Clipboard

fh - B - &~ [re

M | *2] | X

v

Click the Transaction ID to view
the submitted form. (See Figure
9-2 — Submission Form)

Main Menuy

Uffice of Foreign H‘~

| View Semvice Requests |

it of State

drop-down list

Transaction D Statys Date  Submitted Date  Submitted By Remarks

T m | | | 3

[o2miz0m . [o201/z0m

Tééi‘ Subsect Statys StatusDote  SubmitedDate SubmitedBv  Remarks
S7 NG Al SUBMITTED 10/19/2010 10/19/2010 ERVINSL NO
£000000571 COURTE DAVIS SUBM[TEDR— — sniamne A ELTELT-LET] ERVINSL NO
N 573 QUINCY SUBR App“cant’s Sumame. ERVINSL NO
E0NDONNSTR €O PETERSON SuBI ERVINSL NO
Choose Type Of Service LAWSON SUBMITED 1072272010 107222010 ERVINSL YES
. YONKEU SUBMITTED 10/25/2010 107252010 ERVINSL NO
from drop-down list e it — s
XKD <um| Yesor No will indicate e
COURTESES OF PORT  ALSAD sus| Whether or not there are NO
COURTESES OF PORT  ZAABAR suei remarks in the application. NO
COURTESES OF PORT TEST SUBM NO
COURTESES OF PORT YONKEU SUBMITTED 12/1422010 121142010 ERVINSL NO
COURTESES OF PORT JACKSON SUBMITTED 1211472010 1211422010 ERVINSL NO
COURTESES OF PORT GREEN SUBMITTED 1272712010 1272772010 ERVINSL NO
€000000830 COURTESES OF PORT SMITH RETURNED TO 1272972010 1272872010 ERVINSL NO

MISSION
Records 1 - 15 of 15
Q-Locd intranet H100% ~
Figure 7-1 — View Service Requests
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APPENDIX A - REQUEST ACCESS TO SYSTEM

If you need access to the e-Gov Program, but do not have a User Name and Password
assigned to you by OFM, then please follow the steps below to gain access to the program.

U.S. Department of State
Office of Foreign Missions

Welcome to OFM E-Gov

Piease enter your credentials to access the system

User Nam

Q o

Passwor

[ Login ] [Reset]

Click this link to

/ get started
Reguest access to this system

" 2 & %
Photograph gaad Signature Carg

Privacy Act Statement

Danaras Raesdurtinn LAt Statamant
Paperwork Reducticn Act Statement

Figure A-1 — Request Access to System

Step Action Result of Action
1. From the OFM Login Screen click | The system will display the screen to
on the link that reads, “Request Access Request for OFM e-Gov
access to the system.” Application (see Figure A-2).
2. Click on the Photograph and The system will prompt you to open or
Signature Card link. save the Photograph and Signature Card
(see Figure A-3).
3. Click on the Privacy Act Statement | The system will open a window to display
link. the Privacy Act Statement (see Figure A-
5).
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U.S. Department of State
Office of Foreign Missions

Access Request for OFM e-Gov Application

Use the list below to determine your eligibility. If vou meet the eligibility
requirements, followy the instructions below to request access to the system.

Elicgibaility
& Account User must be an accredited member of the Mission acdministrative staff.
& Embassy Administrative Officer must approve all user requests.

Instructions

= Click the link belowy to open the Account Request Form.

& Print out the Account Reguest Form.

& Sections 1 and 4 must be filled out for all requests,

& Sections 2 and 3 must be filled out for reguests for newy accounts and changes to existing accounts.
& Section 5 is for Office of Foreign Missions use.

& Fax completed forms to Director of OFM Systems at the fax number listed on the farm.

Link to Account Request Farm

Feturn to Login Page

Figure A-2 — Access Request for OFM e-Gov Application

Step Action Result of Action
la. Review the directions carefully before you | The system will prompt to ask you, “Do
continue. you want to open or save this file. (See
Figure A-6).

Click on the link that reads, “Link to
Account Request Form.”

1b. Click on the Return to Login Page. The system will return you to the initial
login page to enter your username and
password. (See Figure A-1).

Version 1.0 Courtesies of Port User Guide Page 42 of 52




Photography Signature Card

File Download

Do you want to open or save this file?

] Marme:  signatureCard.pdf
Type: Adobe PDF Reader, 270KE

From: ofmsa33webl3 ds,skate,sbu

Open l[ Save ]| Cancel |

Alwans ask before opening this tupe of file

harm pour cornputer. [F pou do not tugt the zource, do not open or

= 3 | “While files from the Internet can be uzeful, zome files can potentially
k-
S zave thiz file. What's the rizk?

X

Figure A-3 — File Download: Photo Signature Card

Step

Action Result of Action

2a. Click on the Open button to access the
card.

The system will open the file for you to
fill out the application (see Figure A-4).

2b. Click the Cancel button.

The system will return you to the screen to
Access Request for OFM e-Gov
Application (see Figure A-2).
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Version 1.0

Al Edt GoTo

e https://ofmapps.state.pov/eGov/public/signatureCard. pdf - Windows Internet Explorer

y - ‘g https:ifofmapps.state,govjeGoy [publicisignatureCard, pdf

A8 [4)[x] |

Favorites  Help Esnage B =

e o [@https:ﬂp’ufmaups‘state‘gDvﬂEGuw’publicfsignatureCar‘..l }

[ window [Auta Serol] |+ || Clipboard

fi- 8

v| ¢ @Convert - [sckct

= . »
e v |k Page ~ {0 Tools -

EY-1E] B LEE:

S

eeEw- Q- A 2

E

)
Il

Please fil ut the following Form.

Section 1: Applicant Information

United States Department of State

Office of Foreign Missions

PHOTOGRAPH AND SIGNATURE CARD

Tt

Fox 115, G0 Use Only (Studod Area)

This inforzsation is provided m e U.
Sam: luw (Title

individual's stams ey omtids kim or bas.

Ceraier’s Sigaamure:

||
=] |
T Sarmame: ¥ Given Name: T Dawe sl Bir

} I } e I

‘ 5. Narionaliry |’.§n | 1. mnnmm.

\ [ |
Section 2: Certifying Authority

=
WARN

i U.5. Deparmast of Stae i accordancs with the requirecoeats of Uil
15. U5, Codo, Secica 1001) that all vuch srseemsars e trshfel. Falss imformation will b
comsidared a violatin of U.S. baw and. tharufers, 15 abuse of th priviloges 154 imesemition to which a

Nume: Tite:

A Sinple color photo bere:
(do not siaple face)

B. Applicast sigus below:

TR BLACK INK G8LY

Unknown Zone

Figure A-4 — Photo Signature Card
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Privacy Act Statement

Privacy Act Statement for Notification of Appointment of Foreign Diplomatic or Consular Officer (D5-
2003); Notification of Appointment of Foreign Government Employvee (DS-2004); Notification of
Appointment of Honorary Consular Officer (DS-2005); Driver License & Tax Exemption Card

Application (D5-1971) and Application for Title (IS-101)

Privacy Act Statement

The Privacy Act of 1974, as amended, 5 11.5.C. 5523, contains provisions regarding the manfenance. collechon, use, and
Dhssemination of mformztion about United States crizens and ahens lawfully admitted for permanent residence in the Umted States.
The following mformation 1= provided in accordance with subsection () (3) of the Provacy Act.

AUTHORITIES: Vienna Comvention on Dhiplomatic Relations of 1961 ; Vienna Convention on Consular Felafions of 1963;
Dhiplomatic Belations Act (22 U.S.C. 254a-); Intermational Orgamzations Immmmities At (22 U.S.C. 288a (a)); Foreizn Missions Act
(22TU5.C. 4301-4316) as amended.

PURPOSE: The prmeipal wsers of this imformation are offices within the 175, Department of State, including but not limited to, the
Office of Protocol, the Office of Foreygn Missions, the Bureau of Diplomatic Security and the Bureau of Consular Affars, to mamtain
A record of all mdriduals actively working at foreign messions or infernational crgamzations in the United States or its tenttones.
ROUTINE USES: The nformation provided on thes form may be provided to other faderal, state, and local government agencies for
Law enforcement, admmmstrative or other statutorily suthonzed purposes. This information also may be provided to the emmploying
Fomeign govermment or mbernational crgamization. Names of the members of the diplomatic staff, office addresses, titles, and names
Of spouses are publizhed three times 3 vear m The Diplomatic List, U5, Department of State publication 10424, Mames of Consular
Offices in the Umted States, U5, Department of State Publications 10277.

Submmission of these formes is mandatory. Fathwe to provide any of the requested infromation may prevent acceptance and the
Extension of benefits to prnerpals or fanmly members as provided in the above-cited authorhes.

Figure A-5 — Privacy Act Statement
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Access Request Form

File Download

x]

Do you want to open or zave this file?

Mame: accessRequestForm,pdf
Type: Adobe PDF Reader, 515 KB

From: ofmsa3sweb03, ds,skake.shu

Open ][ Save ] | Cancel |

Alwayz ask before opening thiz tppe of file

harm pour computer. [F pou do not bzt the source, do not open or

@ While files fram the Intemet can be useful, zome files can potentially
gave thiz file. What's the rigk?

Figure A-6 — File Download: Access Request Form

Step Action Result of Action
1. Click on the Open button to access the | The system will open the file for you to fill
Application. out the application (see Figure A-8).
2. Click the Cancel button. The system will return you to the screen to
Access Request for OFM e-Gov Application
(see Figure A-2).
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Step

Action

Result of Action

Click on the Save button The system will open a window and prompt

you to save the accessRequestForm.pdf (see
Figure A-7).

If you click the Save button, the system will prompt you to save the e-Gov
application to your hard drive. It may default you to your My Pictures folder
with a file name of accessRequestForm.pdf (See Figure a-5). You can save the
file and open to fill out at another time for current or for future requests to e-

Gov.
Save As E]@
Savein | (2] My Pictures v 3 2 EF -
[e
My Recent
Docurments
H?_‘%. l
Desktop
My Documents
Bl
58
by Cormputer
"-:'] File name: accessHequestForm. pdi b
. !
by B ebwark: Save as bype: Adobe Acrobat Document w
Figure A-7 — Save the e-Gov application
Step Action Result of Action
2. Click on the Save button The system will save the file with the

filename in the directory that you specify.

Version 1.0

Courtesies of Port User Guide Page 47 of 52




Complete the application in full, print and fax it to the fax number provided on the form.
OFM will establish your login account including user name and password. You will receive
an email with your login credentials to access the online e-Gov application.

e | http:/fofmsa33web03. ds.state.sbufeGov/public/accessRequestForm. pdf - Microsoft Internet Explorer
File Edit GoTo Favorites Help

N = .
) 1 Y J ‘\J L " b
o 7 \ﬂ \ELI (o | J~ Search) SEE Favorites © ¢ = = ﬁ

Address |

= B T ieel -G [ :

v|G0 Links @'

U.S. Department of State
Office of Foreign Missions

Application for OFM Web Site Account
Fax complesed application to OFM Systems Director fax (202) 895-3660
Type of Request

| [[]- NewAccomnt [ |- Change to Existing Account | _| - Delete Account

Section 1: Applicant Information Country:

1. Surname [ 2. Given Name [ M1 4 P

E. Date of Birth
T 6. Telephome Number 7. E-muail Address

8. Mission of Assiznment [ 0. City [ 10.State | 11 Zip Code

Section 2: User Acknowledzement | Clear

T sdrstomnd thot ] amn amthorized o e this account anlly for the spplications for U.S. Departmeat of State
c i of 3cus i the in Secticn 3 of this application. A=y othar
to 2my other ameity. Inl nosify OFB
Farthar ot e of this

Section 4: Mission imi ive Officer Ack

Tho applican: listod on his S is Missiom of. inBlock § of Saction | abows. 1

camtify that apgiicant should hurvs the Tights to subemit applications fior U1.5. Departmant of State Ctffics of Farsign Mission and ffica of
Bromocel sarvicasfor th Missioms ted i Soction 3 of . sppfcasion. T ackaoolodgn T am mads wars of sy improper e of s
ozt Ll provide all azss 10 addrass e tihution trough OFM Eystems

HName: Signatare:

Date:

*** Embas:y Seal Required *=*
Section 5: Office Of Foreign Missions Approval

Name: Signamre:

Unknown Zone

Figure A-8 — Application for OFM e-Gov Account
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APPENDIX B - USER PROFILE

To view your user profile, click the last hyperlink option on the main menu, “View Your
User Profile”. Or click on the \VARWARGIiIE hyperlink located on the Main Menu bar under
the “U.S. Department of State Office of Foreign Missions” header.

U.S. Department of State
Office of Foreign Missions

Main Menu | Request a New Service | View Service Requests | View Profile | Logoff

Main Menu

Request a New Service

View Service Requests

View Your User Profile

Logged in as: TESTER
Logged in =ince: Tue, 12M14/2010 10:35:19

Figure B-1 — View Your User Profile

Personal Information

After clicking on the View Your User Profile hyperlink, the system will advance to the
Personal Information Screen (see FigureB-2).

U.S. Department of State
Office of Foreign Missions

View User Profile - Personal Information - Authorized Missions | Main Menu | Logoff

Personal Information

Logon TESTER
Surname TEST
Given Name EXTRA
Widdle Initial
Mizsion
City WA
Sfate DC
Telephone
E-mail EXTRATEST@EMAIL.COM
Birth Date

Change Password

Figure B-2 — Personal Information Screen

Version 1.0
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Change Password

Users can change their password at anytime. However, it is recommended that users change
their password upon initial login.

1. Using the mouse, left click the Change Password button, at the bottom of the
Personal Information Screen.

2. The system will advance to the Change Password screen (see Figure B-3).

Enter the assigned password in the Old Password text box.

4. Hit the tab key or position the cursor in the New Password text box and enter a new
password.

5. Hit the tab key again or position the cursor in the Re-enter New Password text field
and enter your new password again.

6. 8 [CLICK] the Submit button, or & press [ENTER] for the system to accept the new
password.

w

U.S. Department of State
Office of Foreign Missions

View User Profile - Personal Information - Awthorized Missions | Main Menu | Logoff

Change Password

Pleaze complete the follewing form te change yvour password.

Old Paszzword
New Pazzword
Re-enter New Pazsword

Submit Cancel

Figure B-3 — Change Password Screen
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Authorized Missions

You can view the missions that you are authorized to file for. The Authorized Missions lists
contain locations for which you have rights to submit e-Gov requests (see Figure B - 4). If
you would like to remove from or add to this list, please contact the OFM Help Desk.

U.S. Department of State
Office of Foreign Missions

ser Profile - Personal Information - Awuthorized Missions | Main Menu | Logoff

Authorized Missions

Mizsion Mame
CONSULATE OF AMNMEX 0 CHICAGO, IL BOB06
COMIULATE OF AMKWEX 0 LOS AMGELES, A 90067
COMSULATE OF AMMEX O MNEW YORK, MY 10017
EMBASSY OF AMMEX 0WASHINGTON, DC 20036

Click on this link to
view your list of
Authorized Missions.

Figure B-4 — Authorized Missions
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APPENDIX C-WHO TO CALL
Mission/Embassy WHO TO CALL for Assistance with Courtesies of Port

Non-Technical Questions
For non-technical questions about Courtesies of Port, please contact Department of State

Office of Protocol Jesse Johnson, Protocol Officer, Customs, JohnsonJL @state.gov 202-
647-4074.

For Technical Questions
For technical questions about e-Gov and the Courtesies of Port e-Gov application, please

contact the e-Gov HelpDesk by electronic mail at ofmgovhelpdesk@state.gov or by
telephone at 202-895-3564.
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